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This report presents the status of work undertaken by Thomas Jefferson National
Accelerator Facility (Jefferson Lab) for the PPDG SiteAAA project.

The project deliverables are listed below with a summary of the current status.�

JLAB requirements document for grid user authentication and authorization.

The current model requirements for grid user authentication and
authorization are presented in Section 2.   Modifications to the requirements
will be made as further experience is gained.�

Revised policies and procedures (CSPP) to include grid users and associated
issues.

The modifications to the Lab's CSPP are presented in Section 3.  Additional
work is needed to establish registration authority (RA) policies and
procedures.�

Contribute to the PPDG requirements document that defines the PPDG model
for authorization, authentication, and accounting.

Requirements and issues were discussed during numerous phone confereces
The Lab's requirements document (Section 2) provides our written
contribution, with site-specific requirements.�

A grid-enabled pilot service of an SRM interface to JASMine that: 

o Accepts GSI certificates as authentication and integrates that with the
standard NIS user database

o Grants authorization to an authenticated user based on the agreed PPDG
model defined above

o Accounts for usage of the resource by user, group, etc as necessary, and
provides sufficient usage audit trail to satisfy the requirements of application
and site security.

The prototype of a grid-enabled SRM and its deployment is presented in
Section 4.  Further work to integrate the changing VO authentication model
is needed.

Contributors to the project and report include David Bianco, Bryan Hess, Andy
Kowalski, Robert Lukens, and Sandy Philpott.
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 CAs recognized as signers shall have a published CP/CSP, including procedures to be
followed by the RAs used in the certification process.  The CA shall maintain an
accessible CRL and have an active, periodic audit procedure to verify the on-going
validity of certificates.  Sufficient data shall be maintained to allow contact of the
"sponsor" used by the RA to establish an individual's identity.�

JLab will accept Identity certificates that have a "basic" assurance level, as described
in the GGF Certificate Policy Model, Version 6.�

All job requests to JLab grid resources shall be cryptographically associated with a
certificate traceable to a recognized CA.

<>=@?:A@JMLNEPOQGI?*E:JKC

�

The job request must pass the desired VO and subgroup under which it is to run.
�

A VO authorization service (VOAS) must be available for asynchronous queries,
which will contain the user's credentials and the user's intended group/role within the
VO.  The VOAS will return a usable "authorization context" or a negative response.
The authorization context may be cached locally as a near-term (e.g., minutes-long)
substitute for a VOAS that becomes unavailable.�

Call-outs are needed in the Globus suite for each tier in the authorization decision
process (site, VO, resource provider).  The calls to the VOAS will occur on initial
submission of credentials, after any update of credentials by the user, and at times
when the job manager needs to check for continuing authorization of long-running
processes.�

JLab's job manager will provide a mapping of VO user identity to an ephemeral
UID/GID for the execution of the job on local machines.

<>FRF;JM=KC�?*E3CTSVUW<X=IYIEZ?*E3CTS

�

Resource managers and VO administrators shall have access through CAs and RAs to
users' real-world contact information for audits, resolution of problems, etc.

[\E:L]BM^.G;_`_\abBRc�=\EdLeBDfgBHC�?3h

�

A small number of standard ports should be used for user and proxy call backs.
�

The grid management suite should gracefully deal with network address translation.
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Jefferson Lab's cyber security program is documented in the Lab's Cyber Security
Program Plan (CSPP), Version 2.1 (April 30, 2002).  The plan provides for incorporation
of new technologies (such as tools using PKI) into the operational fabric of the Lab.
However, the extension of trust to other sites that is inherent in the acceptance of users
bearing certificates needs explicit comment in the CSPP.  Since that trust is a mutual
relationship, the procedures used by the Lab to manage certificates, keys, and the
validation of subject identities also need to be called out.  

The requisite changes to the CSPP thus reference the specific acceptance of certificates
for user and machine authentication, the guidelines for vetting other sites' certificate
management programs, and policy and procedure documents used to manage the Lab's
PKI operations.  Note that general guidelines are given in the CSPP with references made
to documents that deal with  specific collaborations or projects -- this allows routine
procedural changes while maintaining an auditable document trail without frequent
updates to the CSPP.  Recognition is thus given to projects that are exploratory in nature
(R&D) which might require temporary, documented extensions to standard procedures.
Project-specific plans can be viewed in the same light as the requisite work-procedure
plans used to manage task-specific hazardous operations in the accelerator.

Specific wording for the modification to the CSPP is given below.  As of this writing, the
modifications have not been submitted for local and DOE approval pending work on
other updates to the document.

  VI.  Cyber Security Controls

  A.  Authentication

a) General

All computer systems at the laboratory require positive authentication for access.
The only exception to this is the viewing of public information on public web
servers where no authentication is required.  The types of authentication in user
are:

... �

 presentation of a verifiable X509 certificate (Version 3 or later) signed by
a Certificate Authority (CA) that has been established as a trusted signer
by the collaboration under which the user is working.  The authentication
and authorization policies and procedures for the collaboration will be



documented in a plan that will include a review of the collaboration's
certificate management program, including the policies and procedures
used by the registration authorities (RA) on which the CA depends.  The
procedures will include sufficient information to allow communication
with CA and RA points of contact and with the "sponsor" of the subject of
any certificate presented.  Copies of  relevant  certificate policies and
procedures will be included in the project documentation.
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Jefferson Lab is involved in the SRM joint design collaboration within PPDG. As one of
the site-AAA deliverables, Jlab has developed an SRM pilot using GSI authentication.
This effort directly benefits currently running experiments by providing a security
infrastructure for bulk data movement. This SRM includes accounting facilities that link
a specific user to each SRM action, establishing a chain of responsibility. Building this
end-to-end prototype system has clarified the requirements for a large-scale deployment
beyond the pilot. A larger deployment would include virtual organizations for each
experiment and data cross-replication to off-site data centers.

The use of web services for SRMs has been a topic of discussion at the the joint SRM
design meetings. The arrival of the globus OGSA concretized the need for web services
in current development work. JLab's future SRM development will explore GSI changes
to encompass a more complete web services based model.

%"&('*),+.-./0'1-.23&5476,8�):9;+�'0/=<?>A@B+C-./7D�@�E�/0'=+�F.+�'?GH/0/*I,<

Jefferson Lab's network includes both firewalls and screened networks. Consequently, a
concern while developing the SRM was that it work well in the presence of firewalls that
restrict incoming connections. The SRM design never requires that an off-site client
accept incoming (or call-back) connections. Client-side firewall management is not easily
available to the user and must be managed on a per-machine, per-application basis. It is
far more manageable to configure grid services, like the SRM, to accept incoming
connections on well-known ports since any firewall openings for the SRM will typically
be long-term and managed by groups that are able to make modifications to the server-
side firewall policy.

In contrast to some labs, JLAB does not use Kerberos. Our implementation relied on NIS
for password and group file distribution.

JLKME�6�/*K�/=N�-�4O-�+P9ONRQH/0'S+L<7+�9,N,<

The JLab scientific computing environment had made a significant investment in java-
based software infrastructure. All file movement, tape management, and batch job
scheduling is done using locally developed java applications. Given this foundation, the
choice to implement the SRM as a java servlet was logical. The tomcat servlet container
integrated well into the Lab's environment. SOAP and XML processing is done with
GLUE from The Mind Electric (http://www.themindelectic.com). The back-end database



is MySQL.

The incorporation of GSI into the SRM proved to be a significant effort. Pure SSL does
not support certain features, like delegation, which are essential for grid-based batch
processing and data movement systems. The GSI implementation is in the Globus Toolkit
2 sense, as mutual authentication over SSL. This required integration efforts both on the
client and the server side of the SRM. The Java CoG from Globus was used on the client
side to create and manipulate proxy credentials. On the server side, the gsicatalina
component from the OGSA technical preview release was used to provide servlet-level
access to the GSI credentials and the gridmap file.

Once the basic authentication was available between the client and server, it was
straightforward to incorporate GridFTP as one of the SRM-supported protocols. Using
the java based JTP-GridFTP client provided tight integration at the client side.

SRM/user interaction is tracked in a mysql database, which provides a mapping of users
to each requested file. It also provides clean failure-recovery semantics. If the case that
the SRM server crashes, it can recover by reading its last known state from the database.
The accounting information mined from the same database provides long-term
performance and usage information along with an accounting of which resources are
most in demand.
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The administration aspects of the GSI-enabled SRM have been the most significant
challenge because of both certificate management and wide-area network debugging.
Administrative issues concerning signing policy and certificate authority trust are
common. Interoperability with other labs and universities raise policy issues that can
delay the rollout of the system. These changes are being addressed in the CSPP
modifications, discussed elsewhere.

The system comprises many components: database, servlet engine, certificates and
signing policies, firewall configurations, and transfer daemons like GridFTP. As a fairly
complicated system, the amount of system administration effort is not insignificant.
There are opportunities for automation in both system monitoring and VO management.
In the absence of a VO manager, gridmap files must be manipulated by hand, a practice
that does not scale effectively.

The need for end-to-end network debugging has been the most time- and effort-
consuming implementation task. Configuring highly restrictive firewalls, tracking and
solving routing and bandwidth problems, and finding other throughput bottlenecks are all



aspects of the deployment that are inevitable, but not core to the development of the
SRM. One lesson learned from this pilot deployment is the importance of a well-managed
deployment to avoid performance and management difficulties.

The use of GSI-delegated proxy credentials is advantageous for our applications. A job
that runs on a batch farm uses its proxy credentials to create an SRM client and do file
movement as needed. The ability for the SRM and the batch jobs to use the same
credentials has made for a well-integrated batch design.
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The initial implementation of VO management within the SRM has been by duplication
of service; One SRM instance per-VO is constructed so that per-VO policy and
membership decisions can be made easily. This allows for gridmap files to be constructed
reflecting VO membership.
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Jefferson Lab's Scientific Computing group is continuing the development and
integration of grid-enabled access capabilities based on the evolving AAA models.

$�%'&)(+*,(+-,."/10324$�5	%�*6-7238�5 -9.

Audit and Accounting mechanisms need additional development.  The deliniation of
responsibilities among subject "sponsors," registation authorities, resource administrators,
VO managers, and certificate authorities is not clear.  Completion of a sound site RA
policy is dependent on more work in this area.
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SRM has been deployed to the University of Florida and used for file transfer.  An
extension of the Lab's SRM which does not require the installation of Globus at the
remote site is being developed.  It will be deployed at the University of Glasgow.  Work
is under way with the Louisiana Tech and Old Dominion University for deployment of
test suites.  

The Lab's implementation of SRM allows the use of gridFTP for 'gets' – the
implementation of 'puts' is under way to make the application "full duplex."

STPRQUHWV1XZY[QC\]K^P

As Globus transitions to the OGSA model, the current GSI-over-SSL implementation
will be deprecated in favor of a web services model that uses SSL as a point-to-point
encryption protocol and carries the GSI credentials in a higher layer.

The need to transform this pilot project into a production service for data replication and
import/export is driven by the Jefferson Lab experiments, CLAS in particular. As Hall D
and the 12GeV upgrade to CEBAF proceed, the volume of data that needs to be
replicated to off-site locations will grow dramatically. SRMs are a likely candidate to fill
this role, and the need for VO management, access-rights management, and appropriate
end-to-end accounting will grow accordingly.

Needed is a more dynamic VO-management system that does not necessarily require the
duplication of server instances to create the VO environment, but which includes call-
outs to a VO-validation service that can answer simple queries about VO membership,
rights, and roles.

The next CAS release will be evaluated for VO authorization in our SRM and batch
submission models.
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Work on the grid-enabling of the Lab's batch submission system is awaiting the
availability of Condor G with "matchmaking" (tentatively December 2002).  Work will
move ahead using grid-map files for VO authorization and with the future evaluation and
testing of other VO authorization services, as they become available.


